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= BFREREEITER

3.1 AfSHERS

3.1.1 RiA#EE

S VAT AR ], IR E APP gl DA R X A
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MWiH LR g7

3.1.2 KREBRE&SH

s3Hr A AndroidManifest.xml SO RS BRGALPF Al S AR, IR A5 W] -5 HAFAE
RIS E: src/main/AndroidManifest.xml

<manifest xmlns:
package

<uses-permission
<uses-permission
<uses-permission
<uses-permission
<application>
<provider

:name
:authorities

<meta-data

</application>
</manifest>

RBLEEMT: ol A,
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31.3 Z2EI

1. BRABERANES, SO RAURRR A 4.

3.2 HRERPIRAIERE
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3.22 KEZRESH

43 M E AndroidManifest.xml SO HTHITE I RGEALBR,  HIMHE 5 A BUBALRR
RIS E: src/main/AndroidManifest.xml

<manifest xmlns:
package
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<application>
<provider

:name
:authorities

<meta-data

</application>
</manifest>

RBLEMHT: TCHUEBUR .
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3.23 ZH2EI
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3.3 HMREE

3.3.1  imiEELA

# . H B) AndroidManifest.xml SC{4: 7 allowBackup J& P {E %A 9 i &
X\ B 5k h false, T[iEd adb backup X 1 £ #1787, #EJG root ARG OL R AT
DA A I i, 15 SR Pt R

BB

AR (Y

ML 25 g3

3.3.2 KEEESH

A FEALE AndroidManifast.xml SO & 5775 2= 7219 allowbackup.
RIS E: src/main/AndroidManifest.xml

<manifest xmlns:
package
<uses-permission
<uses-permission
<uses-permission

<uses-permission

<application>
<provider

:name
:authorities

<meta-data

</application>
</manifest>

RBLEDMHT: TLE PR,
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3.3.3 Z2EI
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2. (RIS, B3 AR AR, MRS SR IO 1 25 41 J il 2%
AHECE .

3.4 RHIANREERSE

3.4.1 RiA#EE

#  FH #) AndroidManifest.xml 3C {4 H Debuggable J& 4 (B #% % & A

X Bz ik true, W LABEEMT SRR BRI A AT AR, FEN AR s AT I BT
A
BB ERA

AR w5

pUREEES g3

3.42 KEERESH

A& 7E AndroidManifast.xml S04 285 fE7E 2= #% 1) Debuggable fir &,
RIS E: src/main/AndroidManifest.xml

<manifest xmlns:
package
<uses—-permission
<uses-permission
<uses-permission
<uses-permission

<application>

= <provider
:name
:authorities

<meta-data

</application>
</manifest>
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RIBEEMT: Tl A,

3.43 ZTEEI

WESR A B AL, JUHE W R i AL

3.5 SharedPreferences &%

3.5.1 imiE#LA

115 APP YE4)] 2 SharedPreference I, K50 BRI B T 4Ry vl S4B,
Wik E A ML s 3 SharedPreference %, FREUEURIE E..

PYiog::pes

BB T UK

AR w5

ML 5 R

3.5.2 KREBRESH

AT EEE R B SharedPreference I, 1] T getSharedPreferences, 1)j IR &7
XE A MODE_WORLD_READABLE &% MODE_WORLD_ WRITEABLE,

RIBAIE: src/main/AndroidManifest.xml

public static SharedPreferences getSharedPreferences(Context context) {
return context.getSharedPreferences(SHARED_PREF_EDITS_FILE,
)i
}

RiGEL5Hr: SharedPreference [IALSRANATAE A

3.5.3 T

1. MODE_PRIVATE #i=fl|7# SharedPreference;
2. #fadE SharedPreference H7figHH SCHIBUR(E & .
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3.6 WebView %4

3.6.1 imiEHLA

A B Webview J& il addJavascriptinterface, SZ3ASHY java 1A Fl g
- js ADAZH IS, SAFAEAEACRS A TR

XUBE HE IR B
WebView 41420 ssl L4358 I, 2323 i a] NZi i i, AT e 2k
iy

EX BN Bl R

AIF R4 =5

M eE R

3.6.2 KIEELEoH

AT E AndroidManifest.xml SCHAH A B ZH 44T S B AR, FIWT 275 T 5 BATAERL

SR
RIBAE:

src/main/java/com/sensorsdata/analytics/android/sdk/AppWebViewlInterface.java

public String sensorsdata_call_app() {
try {

if (properties == null) {
properties = new JSONObject();

}

properties.put("type", "Android");

String loginld =

SensorsDataAPIl.sharedinstance(mContext).getLoginld();

if (ITextUtils.isEmpty(loginid)) {

properties.put("distinct_id", loginid);

properties.put("is_login", true);

© 2020 P B DAL
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}else {
properties.put("distinct_id",
SensorsDataAPI.sharedinstance(mContext).getAnonymousld());
properties.put("is_login", false);
}
return properties.toString();
} catch (JSONEXxception €) {
SALog.i(TAG, e.getMessage());
}

return null;

public void sensorsdata_track(String event) {

try {
SensorsDataAPl.sharedinstance(mContext).trackEventFromH5(event,

enableVerify);
} catch (Exception e) {

com.sensorsdata.analytics.android.sdk.SALog.printStackTrace(e);

public boolean sensorsdata_verify(String event) {

try {
if (lenableVerify) {

sensorsdata_track(event);

return true;

return

©2020 SREFH » B Pl
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SensorsDataAPIl.sharedinstance(mContext)._trackEventFromH5(event);
} catch (Exception e) {
com.sensorsdata.analytics.android.sdk.SALog.printStackTrace(e);

return false;

RIGZE4Hr: #id 7 @Javascriptinterface kit A2 B .

3.6.3 FTEEI

W32 Android 4.2 Z HiliiA, i addJavascriptinterface (i A S50 T E;
1R & Android 4.2 % 2 J5HA, 7 @Javascriptinterface itk

addjavascriptinterface. .

3.7 mEBEWLERE

3.7.1 RiA#EE

AR 35 W 5 i 2 TED R TEAR N PSSR AR Y, BB R A BLX24
FIT I 28 B8 A 3 T P AR A Y A b A T Wi = g

i i:pas

BB

AR (Y

MWiH LR X

3.7.2 RERE&HSH

i AndroidManifest.xml SO A AL Al S AR, B 75 T i HAFAERL

I E: com/sensorsdata/analytics/android/sdk/HeatMapViewCrawler.java
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CustomTrustManager X509TrustManager {

checkClientTrusted(X509Certificate[] chain, String authType) {

checkServerTrusted(X509Certificate[] chain, String authType) {

X509Certificate[] getAcceptedIssuers()

CustomHostnameVerifier HostnameVerifier {
rrige
verify(String hostname, SS5LSession session)

RIBEZANHT: 20T % SSLIF155 HOST — 3 e 2

SANFRESIT: FZALE R AR JE T il B ZBSIE B, sy B MR AR
— T P AT R AR EIEE, s T RERY S KRR B IR SF SRS,
THE RIS TG G A AL, AR BE RN ERIL S N R, EEA AR, A
FISE T E LR TR EE, S8 & ME&ER. MZERS N HTPP kA HTTPS
WK, HTTPS K& #ATIEBRRSs:, H T EH D 1 PAETRER AR K, #iR
Android SDK 3l K ACH & T ZBIE B, J8TISHCEMIIRE. BRIANE I X XM
RES, HATIEBAL, WERAFRR, WAKIRIET.

FFCA R BT T3 s W A, Hoae Hagt Wk g A s, K
[SOIEEH

3.7.3 ZEEIL

AW SSL MM, FFAER it Al 55 s UE A AT IE ., AR BAT S B I,
WAER P P AR 55 i A8, FE - 2 Ah B BEILA: OGP & 25 80, TINS5 o 241 n 25
H Rk GRS i, FEE S5 s M AABI A Ja, RSO MR Tl (s . s i A Bk % (1] ECB
.

3.8 Activity AHBIEhR

3.8.1 RWiA#LA

RS A Activity 15, XA SR, MR EL LT APP FLH A+
W TH I
. I Activity BhRERFS B P m i JE sh B, DA TR A P A
© 2020 GBI S AL
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NI PSR SO B A AL\ T T VRS .
RN A AR XK
AIFI A w5
WX LR DR REAR R

3.8.2 KRERE&HSH

AT AndroidManifest.xml SCHAH A B H 44T S AR, FIWT 275 T 5 BATAERL

AL E: com/sensorsdata/analytics/android/sdk/HeatMapViewCrawler.java

LifecycleCallbacks
ActivityLifecycleCallbacks {

LifecycleCallbacks() {

a0verride

ivity) .add(activity)

activity) . remove(activity)

RIBZEESHT: Activity 2144 &4 Activity BiHFi g

GBS Activity BIFFACRD B LT AR S R e R
A Activity TUHRGEIKE, FriA<iEid Android ZRZiHEAEAY ActivityLifecycleCallbacks [l
PEEE O TAG I Activity OB E, SDK X HLiEid Android RGiHEALHY
ActivityLifecycleCallbacks [l 11 4T SO [l 0T, A% Activity #EfT —UCALEL, BrLA
ARG R A BN K. R ST Activity AR SEHANBR T App HEFTICE, SDK AN E,
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WO Activity JehFrrg2 . I Hoaldr RIS RER TS R BBt WAtk g5 B I, 4
A EMR TS G IS4, FrARBERNER LS NRITE, THREAERL.

3.83 RN

B HE— FEE/D SDK RAKFETF 21 (Android 5.0)

£ Android 5.0 2 J5, Google MARZEHLEZHMESE TX A, F w3 “
ERMABRNVA |, SWEEEE TSI E APP SRR ) k3 0k, (Hitt
5 F WA FE APP 1 Android 4.4.4 K AT B F IR BERIETT.

B FEZ: RWXEIA Activity A TEF LIRS R B

1t Acitivity i) onStop J5 VA T E A E R AntiHijackingUtil 28 (K00 RGERE 7 144 51) 46
M T REH ARG ES, A THP AR,

import android.app.ActivityManager;

import android.app.KeyguardManager;
import android.content.Context;

import android.content.Intent;

import android.content.pm.Applicationinfo;
import android.content.pm.PackageManager;

import android.content.pm.Resolvelnfo;

import java.lang.reflect.Field;
import java.util. ArrayList;
import java.util.Collections;

import java.util.List;

/**
* Description: Activity S 54546 T 2.
*/

public class AntiHijackingUstil {
public static final String TAG = "AntiHijackingUtil";

/**
* 4 BT Activity 254
*/

public static boolean checkActivity(Context context) {

©2020 SREFH 15 B Pl
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PackageManager pm = context.getPackageManager();
Il FR R E A2 R Y AR T

List<ApplicationInfo> listAppcations =

pm.getinstalledApplications(PackageManager.GET_UNINSTALLED_ PACKAGES);

Collections.sort(listAppcations, new
ApplicationInfo.DisplayNameComparator(pm));// HE/F

List<String> safePackages = new ArrayList<>();
for (Applicationlnfo app : listAppcations) {// i*x/MHEF /A .
if ((app.flags & Applicationinfo.FLAG_SYSTEM) != 0) {

safePackages.add(app.packageName);

}
11 1533 B A B R GERR P44 it F 4% B BT
ActivityManager activityManager =
(ActivityManager)
context.getSystemService(Context. ACTIVITY_SERVICE);
String runningActivityPackageName;
int sdkVersion;
try {
sdkVersion = Integer.valueOf(android.os.Build.VERSION.SDK);
} catch (NumberFormatException e) {
sdkVersion = 0;
}
if (sdkVersion >=21) {// FRIARSE api A7, W1 g 5x RGEHHX A J5 k2K
BCYRHE TR 4
runningActivityPackageName = getCurrentPkgName(context);
} else {

runningActivityPackageName =

activityManager.getRunningTasks(1).get(0).topActivity.getPackageName();
}
11 SRS 4x R bAR IR AT
if (runningActivityPackageName != null) {
I A7 S 50 T AE Sx B FHLH R BERICA B 4 Bz TR 4, Pr DA RS
FIr

if (runningActivityPackageName.equals(context.getPackageName())) {

©2020 SREFH 16 B Pl
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return true;
}
I 45 L E
for (String safePack : safePackages) {
if (safePack.equals(runningActivityPackageName)) {

return true;

}

return false;

private static String getCurrentPkgName(Context context) {
11'5x ZGELAJE I S AR I 2 il R T activity FA14%
ActivityManager.RunningAppProcessinfo currentinfo = null;
Field field = null;
int START_TASK_TO_FRONT = 2;
String pkgName = null;
try {
I 383 B R BUOHRRR S 7 Bt
field =
ActivityManager.RunningAppProcessinfo.class.getDeclaredField("processState");
} catch (Exception e) {
e.printStackTrace();
}

ActivityManager am = (ActivityManager)
context.getSystemService(Context. ACTIVITY_SERVICE);

List appList = am.getRunningAppProcesses();
ActivityManager.RunningAppProcessinfo app;
for (inti = 0; i < appList.size(); i++) {
/[ActivityManager.RunningAppProcessinfo app : appList
app = (ActivityManager.RunningAppProcessinfo) appList.get(i);
e NI k= B pi
if (app.importance ==
ActivityManager.RunningAppProcessinfo.MPORTANCE_FOREGROUND) {

Integer state = null;

try {

©2020 SREFH 17 B Pl
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state = field.getint(app);// S5 5 BB 7 ¥k, BRBGZ AR

HARE.
} catch (Exception e) {
e.printStackTrace();
}
11 AR AS FAT 255 AT 15 HH AR H 2 B s A R E A X 52
if (state != null && state == START_TASK_TO_FRONT) {
currentinfo = app;
break;
}
}
}
if (currentinfo != null) {
pkgName = currentinfo.processName;
}
return pkgName;
}
[ex

* S 24 i 7 A AR T
* @param context | R3¢
*/
public static boolean isHome(Context context) {
ActivityManager mActivityManager =
(ActivityManager)
context.getSystemService(Context. ACTIVITY_SERVICE);

List<ActivityManager.RunningTaskInfo> rti
mActivityManager.getRunningTasks(1);

return
getHomes(context).contains(rti.get(0).topActivity.getPackageName());

}

/**

* AT T ST B A4 I 44 A

*

* @return R B4 5 A L4 I AT ER A

©2020 GHAHE S
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*/
private static List<String> getHomes(Context context) {
List<String> names = new ArrayList<String>();
PackageManager packageManager = context.getPackageManager();
Intent intent = new Intent(Intent. ACTION_MAIN);
intent.addCategory(Intent. CATEGORY_HOME);

List<Resolvelnfo> resolvelnfo =
packageManager.querylntentActivities(intent,

PackageManager. MATCH_DEFAULT_ONLY);
for (Resolvelnfo ri : resolvelnfo) {
names.add(ri.activitylnfo.packageName);

}

return names;

/**
W4 F R A TR B F R BLIRS
* @param context | R3¢
*/
public static boolean isReflectScreen(Context context) {
KeyguardManager mKeyguardManager =

(KeyguardManager)
context.getSystemService(Context. KEYGUARD_SERVICE);

return mKeyguardManager.inKeyguardRestrictedInputMode();

5 onKeyDown J5¥%, onPause J7¥AH1 onStop /7%, FIWHE G4 T15 24 R:
v BFHEAGEEREG NP ENTA (MR A HOME #) | 20 JToiFR ik &R,
v APP TERGRH MBI O N TCTR 4 0 P B AR

import android.os.Bundle;

import android.os.Looper;

import android.support.v7.app.AppCompatActivity;
import android.text. TextUtils;

import android.view.KeyEvent;

import android.view.View;

©2020 SREFH 19 B Pl
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import android.view.View.OnClickListener;
import android.view.inputmethod.EditorInfo;
import android.widget.AutoComplete TextView;
import android.widget.Button;

import android.widget.EditText;

import android.widget. TextView;

import android.widget.Toast;

/**
* A login screen that offers login via email/password.
*/

public class LoginActivity extends AppCompatActivity {

I/l Ul references.
private AutoCompleteTextView mEmailView;

private EditText mPasswordView;

@Override

protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.activity _login);
/I Set up the login form.
mEmailView = findViewByld(R.id.email);

mPasswordView = findViewByld(R.id.password);

mPasswordView.setOnEditorActionListener(new
TextView.OnEditorActionListener() {

@Override

public boolean onEditorAction(TextView textView, int id, KeyEvent
keyEvent) {

if (d == Editorinfo.ME_ACTION_DONE || id ==
EditorInfo.IME_NULL) {

attemptLogin();
return true;

}

return false;

©2020 SREFH 20 B Pl
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N

Button mEmailSigninButton = findViewByld(R.id.email_sign_in_button);
mEmailSigninButton.setOnClickListener(new OnClickListener() {
@Override
public void onClick(View view) {

attemptLogin();

@Override
protected void onStop() {
super.onStop();
new Thread(new Runnable() {
@Override
public void run() {
Il B4 5

boolean safe =
AntiHijackingUtil.checkActivity(getApplicationContext());

Il R GEsti

boolean isHome =
AntiHijackingUtil.isHome(getApplicationContext());

I SR A
boolean isReflectScreen =
AntiHijackingUtil.isReflectScreen(getApplicationContext());
11 PR PP 75 24 Al s
if (Isafe && lisHome && lisReflectScreen) {
Looper.prepare();

Toast.makeText(getApplicationContext(),
R.string.activity _safe_warning,

Toast.LENGTH_LONG).show();

Looper.loop();

}
})-start();

©2020 SREFH 21 B Pl
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[ex
* Attempts to sign in or register the account specified by the login form.
* If there are form errors (invalid email, missing fields, etc.), the
* errors are presented and no actual login attempt is made.

*/

private void attemptLogin() {

/I Reset errors.
mEmailView.setError(null);

mPasswordView.setError(null);

/I Store values at the time of the login attempt.
String email = mEmailView.getText().toString();

String password = mPasswordView.getText().toString();

boolean cancel = false;

View focusView = null;

/I Check for a valid password, if the user entered one.
if (ITextUtils.isEmpty(password)) {
focusView = mPasswordView;

cancel = true;

/I Check for a valid email address.

if (TextUtils.isEmpty(email)) {
mEmailView.setError(getString(R.string.error_field_required));
focusView = mEmailView;

cancel = true;

}
if (cancel) {
/I There was an error; don't attempt login and focus the first
// form field with an error.
focusView.requestFocus();
}
©2020 SREFH B Pl
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3.9 BRFEREMRERET

3.9.1 mE#HE

TEE R A GRET, B e ATEp e LM s . R B A M5 B bR

AR el R FERRIEI DD AEAL TR RS, T AR A AR S
BRE

BRI =5

Wiz (e R

3.9.2 RKBRESM

i AndroidManifest.xml SO A IR Al S AR, B 75 il i HAFAERL

SR

AL E: com/sensorsdata/analytics/android/sdk/HeatMapViewCrawler.java
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LifecycleCallbacks
ActivityLifecycleCallbacks {

LifecycleCallbacks() {

alverride

activity) .add(activity)

activity) . remove(activity)

RigZ e Activity AR &P BURIIRE ) .

HAWHGFREN: ERGEEMIIRET, N TRARSERRAERCR, R FERE R
HYTIRE. #iok SDK g 7 2 6 ARG IR AT A5 . I H I RER T Bl PRy
g5 RAARSITE, YRR RAEM TG GEh S, FrAR R LS N BT, R
I App AN BUSCEA R R B 0, B R APP JF RN RAETF AT K APP I sk
g BRSNS EGR

3.9.3 FTEEI

MediaProject & Android 5.0 JBANIHTBIEE, APP HB AR AR, BTkt Al
FeoRtg . WA T ROOT AR, Bt ket LA ). RN K Activity 3% &
FLAG_SECURE Jg1%, A EnlCAMHIERTA ST AR, 4 MediaProject.
screencap. DAL f T H Y5 SRR o el N Y BRI RE . R AR AR

@Override
public void onCreate(Bundle savelnstanceState) {

[.]

Window window = getWindow();
window.addFlags(WindowManager.LayoutParams.FLAG_SECURE);
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setContentView(R.layout.passwordInputScreen);

[.]

. ARREY

41 FERERELWITER

WA RPN Ze 4 P53, AR I Android SDK BT 18 44 22 A= B 47 SR A 5
AP, (B AMAEE, AR R R A AL FATE BT A RAE PR
5 D BE IR G e Rk E A B R P A S XU, DI SEORRR AR G0l 55 B4 E 14T LA BT S A
S8

AP Android SDK gy 22 iit, B2 4 Mg T A g isn T
® 41 BT ITEIR

KB B A Zam

I s RS GEAL SR, SUERIRR, B AR MRS 15

Activity ALFFBTEITE | AU SEen A AT, VRN, TR AU IS

PR RIR RO | M7 eI S BT, UE RS, AT RO i

4.2 BERZSUHEIL

AR LA T R B LA, LARFFERIEY I R Zaiirae ), &
145 A 22 4 s i
1. BRI RGBSR X, i JEas e n 7=, X P A
ARE RS B A PR TR AARAL B, An<. >0 00 LV
2. FARBEAEBA SR O T R DUID A8, R A 80 PR B s, [
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9.

AR PRAFAE KT BT 3 B0 15
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