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4.1.2 BREKRESH

HEAHEERRAB, FERATHRNEERTH

%s %@", [self descriptionForLevel:level], function, (

41.3 EESEN
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> AN, AR NSLog M KM ERMIFTERER
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Choose a template for your new file:
i0S L

Source h S {':-s

User Interface

CoroData Empty PCH File Assembly File Configuration
Settings File
Apple Watch
)
Resource @l =
Other SHELL
watchOS Resource Rules Shell Script
Source
User Interface
Core Data
Resource
Other
tvOS
Source PCH File
User Interface A prefix header file.
Core Data
Roenuren
Cancel
Save As: TRTVulnerableiOSAPP-Prifix.pch »~
Tags:
88 Eru o e TRTVulnerableiOSAPP &
Favorites Folders ~  Date Modified Size  Kind
£ Recents Base.lproj 4% 01:01 —  Folder
. Supporting Files 0 2 Fold
& iCloud Drive N =
ViewController 4% 01:01 Folder
7 RREF
Developer
& L]
3 @
B %
0 Downloads
. - Otner
5 == e mn Assets.xcassets 2016510 B30H 21:45 Folder
Devices
© mRxE
Shared
! Lo N
L] LR R R
Group TRTVulnerableiOSAPP &

Targets TRTVulnerableiOSAPP
TRTVulnerableiOSAPPTests
TRTVulnerableiOSAPPUITests

New Folder Cancel Create

SCHH R SRS AN T
#ifdef DEBUG

#define NSLog(FORMAT,...) fprintf(stderr,"[%s]:[line %
d] %s %s \n", [[[NSString stringWithUTF8String:__FILE__] 1la
stPathComponent] UTF8String]l, _ LINE__, [NSString stringWi
thUTF8String:__ PRETTY_FUNCTION__1, [[NSString stringWithF
ormat:FORMAT, ##__VA_ARGS__] UTF8Stringl);

#else

#define NSLog(...) (void)®@

©2019 SYBH B DAL



FEPHEL 10S SDK IRRBREH )

#endif

> HH
__FILE__ : Tigsifid i SR mil PS04
__LINE__ . FiZmiFmn i B4 mifr s
__PRETTY_FUNCTION__ : Fi#iFHImHES B i <return-type> <class-name>::
<member-function-name>(<parameters-list>)
__VA_ARGS__ : CO99 MILH AL KRS HL, 22 HRAL#H NSLog &4k
FINES, #PRURE BOA SR00 R DU LETIAL P g 220 0 1 THI )2 5

1r build settings /' (xCode7) it & 4 iFAH % I 1Y %2

D Info Build Settings
PROJECT Basic Combined Levels -+ Qv prefix
2 URDAREE Precompiled Headers Cache Path /var/folders/wb/rém5qgxjn23ndxh7x3w9tys0w0000gn/C/com.apple.
TARGETS

TRTVulnerab... v Buijld Options
TRTVulnerab... Setting A

TRTVulnerab... Precompiled Header Uses Files From Build Directory ~ Yes {

Vv Packaging

[

Executable Prefix
Info.plist Preprocessor Prefix File

V Versioning

[

Generated Versioning Variables
Versioning Name Prefix

V Apple LLVM 7.0 - Language

Increase Sharing of Precompiled Headers No ¢

(__Precompile Prefix Header Yes O )
» Prefix Header "I sws: pudfes: = =i =sl ;7 ObjectiveC/TRTVulnerableiO|
Recognize Built-in Functions Yes.l

[ $(SRCROOT)/TRTVulnerableiOSAPP-Prifix.pch| ]

V Apple LLVM 7.0 - Preprocessing

1r debug fitAs -

TRTVulnerableiOSAPP
[AppDelegate.m]:[function: -[AppDelegate application:didFinishLaunchingWithOptions:] line€

Jail!
[AppDelegate.m]: [function: -[AppDelegate applicationDidBecomeActive:] line 77] Jail!

¥E release fiiAs .
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iPhone 5 -...
+ Carrier = 9:22 PM -
= TRT Vulnerable iOS APP
v Use Base Internationalization
</ TRTVulnerableiOSAPP
[l —+
ZHE
* BATRTSecurelOSAPPA i
CEARRERRR
* BETRTAServeri Al
Mot <,
Powered by afczys@nstrt X ‘
20165F10A &'
More.
All Output & @

42 BEFUEFEZRE

4.21 wmiEgHE

B APINRERS Y B SCIF IR 75 B S Ui . il e ) DAIEA TR,

il ik . . o
HBSRZ GBS EK, WS B A R R B R AR

PR | Dol A ) S A RS B Al

RUSSESR | A, HPER. EREY. SRR R U S Bt

MiRAER | T

422 GREANCEDSH

ERAHEENRAB, #FERXIS LSRR

- (void)autoTrackAppStart {

standardUserDefaults] boolForKey:SA HAS LAUNCHED ONCE]) {

standardUserDefaults] setBool:YES forKey:SA HAS LAUNCHED ONCE];
s standardUserDefaults] synchronize];
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%EﬁﬂK@@@@ﬁ%EAD%ﬁE

JUtll _jsonUt
sageCount;
eDictionaryRef _dbStmtCache;

[ 1)closeDatabase {
i; (_dbstmtcCac he) fFRPiEd se(_dbstmtCache);
_dbStmtCache

(void)dealloc {
[self EloseDatahase}ﬂ

1
¥

1n1fw1thFlle¥ath (NSString *)filePath {

1
if rsqllte pun \Z(Efll ePath UTF8String], & database, SQLITE OPEN_READWRITE | SQLITE OPEN_CREATE, ) == SOLITE oK) {

HﬁﬁAﬁﬁﬁ@¢m§@A%iﬁ%%@@ﬁ% PERRBEEEES. WiiEER

423 BERIN

EE, BURSUIMY REEY KBIBREE, EEN T RAET, WRERBZ .

> X UserDefault, #iUimasfeht, B A P A V8 i

(E2TTREL LM E] B 38 %)

> T HA SO, BEATASTINGS, AR SR T

> XTmEALE], H T ARG R, (HR B R A — AT
BHTHF#EEA P mEe, BORIER PRI,

4.3 Webview BEifi5K

4.3.1 imiEEER

K25 A AE M 2 19 Webview 53k >R il . %3 v] LAGE S file://
idE | W T AR SO BT R . I T R et R R B b B8 S
.

MBS | Bah & RS
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RUSEER | AR, TREAEAM HTML et Rl 1, BT DA AR

MR | %e

432 BREKRESH

| BAWERSMA HIML ER, #ERIENR, TRE.

4.3.3 BEREIN

FHETE, BUGSYRT BEESLIIMER html, TESWTHRNMT, WRIERBZEME.
ARAEAHLN AL html, 4 WKWebView (ERIAEE) #rft UlWebView. WKWebView
2R\ allowFileAccessFromFileURLs #1 allowUniversalAccessFromFileURLs J&{4: 4 false.
WERAH A html FLIFE R, WA T ARSI e (AR 2R a2 k)
KYE{5 A7k keychain, By 1R EEEL.

4.4 ZMXimH

4.41 imiE#EE

FAGE ) Zeinf X 2 0] AR AR G b XA B R/ R, TR N7 9
AR SRSt 2 1 AT 8«

AMMASE | Bk o AR BRI AT AN, B AT IR IR 55 Bk

TR pe

MESEg | AR, WEEkmt, BRI TR R

MR | %

442 BREKRESSH

ENHERAOUERERY, FEXACKEE, THE.
B ESE strcpy. strcat £,
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hoisted_method count = !directOriginalMethsd-&8&—ldirectAlternateMethod ? 2 : 1;
objc_method_1i ‘hoisted_method_list = malloc( (st objc_method list) + (s
hoisted method_lis = 3
hoisted method list->method count = hOl ted me‘rhod _count;
Method hoisted method = hoisted method_list->method_list;

44.3 BEREIN

WS strepy il strcat 735, WA stricpy # stricat 5k, ARUHMHEA strepy BHHFE
#4T strnlen K.

4.5 TE2EMKEE

4.5.1 imiEEER

Uil find | . SRR DA S AR SR TR AR 2 A S

PSR | BB LaRmeRlt:, TSR,

U 2%

MiRER | T

4.5.2 GREAACEDSHT

| SDK /B, RWHIXR IR,

453 BEEWN

HRTE, BESYRY RFEG LIV RAE UL, "RELW T LT, ARIEARS
.
1. BRI A SRVFRCE A
2. EPREES DT EE Y ST AT . REETAFH (admin, test, hahaha) |
HILN4% (1qaz2wdc, 123qwe!l@#) ZARYHMIATILIE.
3. ViiE, THERAINEMARNEREEL.
4. RHBNHRHESMRE, 5.
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4.6 MERLSIBEE

4.6.1 miE#HE

1. HTTP HpSGHEA T A5 o R b m] R il a2 vh ) A\ deity, Ui &
o

A | 2. fAAE 208 IR 55 sk A de 1 2T, R 55 A e B E A T
R A TR A T IR PR 5 . et 2 T O UE A S TR A T
AR

MRS | BahE A ASGE, RGN

U 2%

MRAER | Zx

4.6.2 GREAACEDSHT

| BEAFENEAD, FERIRFHAED. B, FEERBRRB
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@interface SASecurityPolicy : NSObject <NSSecureCoding, NSCopying>

@property (readonly, nonatomic, assign) SASSLPinningMode SSLPinningMode;

@property (nonatomic, strong, nullable) NSSet <NSData *> *pinnedCertificates
@property (nonatomic, assign) BOOL allowInvalidCertiticates;

@property (nonatomic, assign) BOOL validatesDomainName;

+ (NS5et <NSData *> *)certificatesInBundle:(NSBundle *)bundle;

C SASecurityPolicym %

if (certificates) {
CFRelease(certificates);

b

ua;

}

CFRelease(policy);

return [NSArray arrayWithArray:trustChain];

} 5ASSLPinningMode SS5LPinningMode;
ng) NSSet *pinnedPublickeys;

*)certificatesInBundle: (NSBundle *)bundle {
~ay *paths = [bundle pathsForResourcesOfType:@"cer” inDirectory:@"."];

t *certificates = [NSMutableSet setWithCapacity:[paths count]];
g *path in paths) {
SData *certificateData = [NSData dataWithContentsOfFile:path];
[certificates addObject:certificateData];
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463 BEEWN

HIFE, BRSYIRY RTESLIY REFMAIIGE, TELNT IR, URIEAD
ek,

T Pt ) AR 45 2 A TR A5 IS 0 1) SSL & (5 b T4 %, R I ARAIE i 25 15 1
A4 (SSLV2, SSLV3 E%&ﬁ%ﬁﬁﬁiﬁ, AW T TLSV1.1 PA B |, i
E@%ﬂ&$§§%%ﬁﬂ5%&%ﬁ%,Eﬁﬁgﬁﬁaimﬁﬁmﬂé@ﬁﬁﬁuéﬁ
FTHET  EEHT . & ?ﬁx SEEESFEE (admin . test. hahaha) . # il 14 (1qaz2wdc.
123qwe!@#) Z REEBIHITIE.

HAIE B (AFNetworking 5 {31)

AFHTTPRequestOperationManager s*manager = [AFHTTPRequestOperationManager manager];

NSString *cerPath = [[NSBundle mainBundle] pathForResource:@"https" ofType:@"cer"];
NSData xcertData = [NSData datawithContentsOfFile:cerPath];

AFSecurityPolicy #*securityPolicy = [[AFSecurityPolicy alloc] initl;

[securityPolicy setAllowInvalidCertificates:NO];

[securityPolicy setPinnedCertificates:@[certDatall;

[securityPolicy setSSLPinningMode: AFSSLPinningMndeCertiflcate],
[securityPolicy setValidatesDomainName:Y
[securityPolicy setValidatesCertificateC n:NO];

manager.securityPolicy = securityPolicy;

*FF AFNetworking3.0 22 Ji5:

+(AFSecurityPolicy *)customSecurityPolicy

NSString =path = [[NSBundle mainBundle]pathForResource:certificate ofType:@"cer"];
NSLog(@"cerPath-%2",path);

NSData #certData = [NSData datawithContentsOfFile:pathl; K
AFSecurityPolicy =securityPolicy = [AFSecurityPolicy pelicywithPinningMode:

AFSSLPinningModeCertificate];
[securityPolicy setAllowInvalidCertificates:YES];
[securityPolicy setValidatesDomainName:NO];
NSSet »set = [NSSet setWithArray:@[certDatall;
[securityPolicy setPinnedCertificates:set];

return securityPolicy;

i AR R I IE TR

[manager setSecurityPolicy:[self customSecurityPolicy]];
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